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Code signing is a cryptographic method used by software (and firmware) developers to prove that a 
piece of software is legitimate. By digitally signing the code using a designated private key, proof is 
provided that the code originates from a known and trusted vendor, and that it has not been 
tampered with since being published. Code signing prevents users abandoning the installation of an 
application due to security warning messages, malicious alternation of legitimate code, and vendor 
impersonation.

Why is it critical to properly implement code signing?
As explained above, code signing provides essential proof of authenticity that is highly important for 
any deployed software. Therefore, code signing is broadly adopted by the absolute majority of 
companies producing software and firmware, from software and hardware vendors to digital service 
providers. 

For code signing to be effective, however, it must be implemented correctly. Specifically, it is critical to 
ensure that the signing keys are secured from compromise or malicious access. In fact, code signing 
without securing the keys is even more dangerous than no code signing at all, as legitimately issued 
signing keys can be compromised and abused, allowing an attacker to sign arbitrary code – which 
may result in fatal consequences:

Loss of revenue – due to software counterfeiting and intellectual property theft

Erosion of trust and reputation – if the customer downloads malware disguised as a legitimate 
product from a vendor and gets infected

Today’s challenges for technology vendors
The efficacy of code signing as a mechanism for validating the authenticity and integrity of software 
heavily depends on the integrity of code signing keys. Thus, code signing keys and certificates must 
be properly managed and secured. Unfortunately, this is becoming increasingly difficult from multiple 
aspects.

First, the volume and frequency of code signing operations is growing exponentially, as Cloud Native 
and DevOps oriented processes result in accelerated release cycles and much more frequent changes 
to code, along with applications broken down to micro-services.

In parallel, in a world of increased virtualization and scaling, software is distributed across a greater 
variety of infrastructure elements and development teams are spread globally. In this environment it 
is challenging to assure protection of keys and certificates across the enterprise.
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Overview: Enterprise Code Signing 
in Multiple Environments



To complicate things even further, the cyber threat landscape has become significantly more 
sophisticated, with more and more malware being signed with legitimate code signing certificates 
from recognized vendors that have been compromised, causing significant brand damage and 
revenue impact.

While current security best practices require the use of hardware security modules (HSMs) for 
protection of signing keys, this approach is no longer feasible to fulfill the needs of technology vendors 
in the digital era.

The main gaps software vendors are facing are:

Using dedicated hardware creates silos and makes centralized management and policy 
enforcement extremely difficult

The manual set-up, administration & maintenance of dedicated hardware conflicts with the short 
delivery cycles and automation needs of DevSecOps

Granular user-based auditing is not readily available even though many code signing activities are 
user and file-specific

HSMs do not support the ability to enforce advanced granular authentication schemes, e.g. by a 
specific user using a specific build application

The ability to control keys in the public cloud is very limited, and centrally managing keys across 
different cloud service providers is near impossible

The Unbound Key Control (UKC) code signing solution delivers HSM-level security (FIPS 140-2 Levels 
1&2 Validated) without the need for dedicated hardware, making it an excellent fit for organizations 
with hybrid cloud environments and/or disparate development sites. This platform-agnostic solution 
is fully abstracted from hardware and can be deployed as a unified code signing solution to cover 
development teams in disparate locations using any mix of environments (public cloud, private cloud, 
on premises). UKC is very easy to use and supports automation of operations including maintenance, 
setup and administration, seamlessly integrating with DevSecOps processes to ensure secure and 
rapid application delivery.

UKC includes advanced context-based auditing tools that give you the full details of every code 
signing operation, every time a key is used. Logs include: what type of operation; the date and time of 
the operation; the build servers from which the request was made; and the user that authorized the 
code signing operation. Audit logs can be viewed from the UKC console or exported to a third-party 
tool such as a SIEM.

As an additional security layer, UKC integrates with organizational directories such as the Active 
Directory and also supports SAML-based user/application authentication.
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Protect your software with ubiquitous
secure software-based code-signing

https://www.unboundtech.com/product/unbound-key-control/


How it works
A typical code signing process is started by calculating the hash of the code using algorithms like 
SHA-1 or SHA-2. Then, the build server initiates a certification request to UKC accompanied with the 
application name, the hash and the public key, after which UKC signs the hash with the private code 
signing key. The signed hash is then returned to the build server.

UKC is powered by Unbound Distributed Trust Platform, ensuring the private key is split into two 
random shares at all times, including when the key is generated and while in-use. Thus, the code 
signing operation takes place without the key material ever being exposed.

Create a hash of the code using 

an algorithm such as SHA-1 or SHA-2.

Certificate Request (Application 

Name & Version, Hash, Public Key).

Unbound signs with the 

private key on the hash.

Returning hash signed with the 

private key.
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Centralized management for any code, anywhere
Cover distributed teams using any mix of cloud/hybrid environments for code signing
on multiple platforms

DevSecOps ready
Seamlessly aligns with and delivers DevSecOps processes to ensure agility and automation 
as well as secure and rapid application delivery

Infinitely scalable
Fits any deployment size and complexity including huge development teams distributed 
globally

Fully automated
Supports full automation of all operations including maintenance, setup and 
administration

User-level audit
Seamless AD/IDaaS integration for user-based authentication and auditing on your code 
signing keys

Benefits



To learn more about secure code signing with Unbound,
please visit our website: www.unboundtech.com
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One of the leading global technology vendors was looking for a 
code signing solution that scales across 100,000 developers in 
over 2,000 development teams as well as being distributed in tens 
of sites across six continents. UKC allowed the customer to securely and effectively manage and 
secure code signing certificates and fully control the code signing keys everywhere – whether 
on-premise, on any private or public cloud. The solution enabled signing of code across multiple 
platforms including Windows, Mac, Linux, Android and iOS. A single cluster is used to manage and 
protect all keys and certificates of the entire global development organization. The solution 
strengthens security while also seamlessly integrating with organizational SSO and DevOps 
workflows of many disparate development teams with automated processes via REST API.

Use Case: 
Secure Code Signing at Scale

Further benefits
Ability to add new features-based requirements

Ease of installation and maintenance (including automatic 
and secured backups)

Installation in multi-site environment

Automatically provision partitions using REST API integration

Securing the access certificates to UKC

Extended auditing, including the names and hash value of 
the signed file

Ability to integrate with multi platforms (Windows, Linux, AIX, 
Mac); and to sign different files: Windows, Java, AIX files, 
Android, iOS

Support for different partitions for individual development 
teams
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About Unbound

In a world moving towards 
everything encrypted, signed, and 
authenticated – secure and 
operationally efficient 
cryptographic infrastructure is an 
absolute must for enterprises. 
Unbound Tech’s solutions 
leverage the latest in MPC 
technology and have been 
selected to secure many of the 
world’s largest banks and Fortune 
500 companies. With a 
headquarters in Tel Aviv and an 
international headquarters in 
New York, Unbound   Tech   and   
its   NextGen   Key   Orchestration   
Platform   provides   the   
cryptographic infrastructure  to  
enable  enterprises  worldwide  to  
easily  secure  and  manage  all  
their  information  and digital 
assets.

https://twitter.com/UnboundTech_
https://www.facebook.com/unbound.vHSM.tech/
https://www.linkedin.com/company/unbound-tech/

