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TRADING PLATFORMS



Cryptography is critical to protect sensitive data, transactions, services, and identities in any use case. 
But with digital assets, protection of private keys takes top priority – because the key is where the 
money sits.

Private keys are not only used to sign a new block in the blockchain infrastructure behind digital 
assets and ledgers; control of the private keys constitutes control of the asset, due to the blockchain’s 
inherent immutability principle (i.e. that no transaction can be undone). 

In other words: one fraudulent transaction can empty a cryptocurrency wallet or a digital asset vault 
– and for institutions and individuals alike, protecting key misuse is as critical as protecting key theft. 

Financial institutions typically secure digital assets using one (or both) of two methods: 

Securing via Hardware Security Modules (HSMs) – as with traditional fiat assets; and/or 

Multi-signature (“multi-sig”) solutions, which utilize multiple approvers for each transaction. 

HSMs face multiple issues relating to accessibility and usability; while they have remained a mainstay 
for financial and asset security in the traditional financial services sector since the 1990s, they are 
typically costly to maintain and upgrade, difficult to access off-site, not crypto-agile, and – most 
importantly – only protect against key theft, not key misuse. 

Multi-sig, meanwhile, requires extensive custom development per ledger and has limited support for 
large quorums (groups) of approvers per transaction. In addition, multi-sig leaves traces of the 
approvers’ identities in the metadata of transaction. 
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Digital Assets: 
Immutable, But Not Invulnerable

Common Digital Asset Protection 
Approaches and Their Flaws

Read more about the differences between HSM, multi-sig, and MPC here

https://www.unboundtech.com/crypto-asset-protection-with-mpc/


Unbound’s Crypto Asset Security Platform (CASP) provides superior security to HSM and multi-sig 
without compromising on usability, flexibility, and crypto-agility. 

Designed specifically for global tier-1 banks and premium trading platforms, CASP utilizes 
cutting-edge multi-party computation (MPC) technology to remove the single point of compromise 
in any digital asset infrastructure.

Here’s how: 
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Security, Flexibility, and Speed – 
No Compromises

Practically, CASP enables an unlimited number of approvers to verify a transaction, without the 
custom development of multi-sig and without the costs of hardware. And unlike multi-sig – which is 
often limited to 2 of 3 approvers - CASP can operate with multiple tiers of approvers, with an unlimited 
number of participants.

Manage all transactions from anywhere – with a centralized management system running on any 
platform. 

1
Each private key is split into random 
shares stored on separate locations & 
refreshed constantly. 

2 Key shares are never united – not even 
in use.

3 Key material never exists in its 
entirety, at any point in its lifecycle. 

Sign Transaction



Broad and extensible asset coverage: 
CASP is designed to support any ledger, currency, or asset – and can be easily upgraded 
to support new assets with minimal go-to-market time. Security and policy controls are 
enforceable on any asset programmed into the system. 

Flexible approval policies: 
Add, subtract, or switch approvers with ease. Include human approvers signing offline, human 
approvers signing via the UI, or automated servers for low-risk transactions. 

Role-based access control: 
Create separate groups for anti-money-laundering (AML), compliance, anti-fraud, internal, 
and external approvers. Flexible approval party changes enable fast pivoting in the event 
of organizational turnover. 

Runs on any platform: 
Approve or manage transactions from desktop, mobile, or on-site. 

BIP 32/44 HD wallet support: 
Eliminates the single point of compromise for master seeds.

Intuitive and easy-to-use SDK: 
Available in multiple languages. 

Enterprise grade zero-knowledge backup: 
Backup and restore key materials and gain peace of mind. 

Tamper-proof audits: 
CASP is the only digital asset protection platform on the market today with 
cryptographically-enforced policies and transaction approvals (off-chain) – including the 
identity of approvers.
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Features

SDK



See how fast, streamlined, and secure
you exchange's transactions can become

WATCH UNBOUND'S CRYPTO ASSET SECURITY PLATFORM IN ACTION

Unbound Tech
www.unboundtech.com   |  contact@unboundtech.com

Follow Us

FIPS 140-2 certification: CASP’s underlying infrastructure has 
received FIPS 140-2 Levels 1 and 2 validation as a standalone 
digital asset management system. Integrate with legacy 
HSMs for FIPS 140-2 level 3 certification; CASP is integrated 
into IBM’s LinuxOne system for FIPS 140-2 Level 4 
certification.

Compliance-ready: Tamper-proof auditing and role-based 
access control allow organizations to be audit-ready – and to 
adhere to segregation of authority guidelines – without using 
external tools or third-party software. 

Crypto-agility: From fast, easily deployable asset support to 
quick policy changes to CASP’s support of multiple 
cryptographic curves (including ECDSA, EdDSA, and 
BIP32/44), and post-quantum cryptography support, your 
organization becomes future-ready. 

Low total cost of ownership (TCO) – Save on the costs of 
hardware maintenance and custom development for HSMs 
and multi-sig systems. CASP provides a comprehensive 
package for digital asset payment and custody providers for 
less than the cost of dedicated hardware. 
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Benefits

Use Cases

About Unbound
In a world moving towards 
everything encrypted, signed, and 
authenticated – secure and 
operationally efficient 
cryptographic infrastructure is an 
absolute must for enterprises. 
Unbound Tech’s solutions 
leverage the latest in MPC 
technology and have been 
selected to secure many of the 
world’s largest banks and Fortune 
500 companies. With a 
headquarters in Tel Aviv and an 
international headquarters in 
New York, Unbound Tech and its 
NextGen Key Orchestration 
Platform provides the 
cryptographic infrastructure to 
enable enterprises worldwide to 
easily secure and manage all their 
information and digital assets. 

Liquid exchange uses CASP to lower TCO and shorten go-to-market time

https://f.hubspotusercontent30.net/hubfs/1761386/How%20a%20Major%20Exchange%20Growth-Hacked%20with%20CASP.pdf
https://info.unboundtech.com/casp-withdrawal-demo-video
https://www.linkedin.com/company/unbound-tech/
https://www.facebook.com/unbound.vHSM.tech/
https://twitter.com/UnboundTech_

